Tutorial of the Awesome Dirty Do Checksum Checker V3

How To Fix the “104-Unsupported wireless network device detected. System Halted. Remove
device and restart” Error in HP Compaq Notebooks, and run it with your OWN miniPCI
Wireless Card?

In V3 of the ADDCC there is a fully implemented Decompresser-Routine. No separate
executables are needed anymore. A Source with the principal LOOP and a Pseudo-Code
explanation is included. Study it on the last sites of this document.

Knowledge you need:

the Whitelist
your new own PCI\VEN ID's
some locations with ASCII-String to fix the Checksum-Error

HOW TO Recovering the BIOS when your HP Notebook wont boot after BIOS flash

Software you need:

Awesome Dirty Do Checksum Checker v3 (ADDCC)
.NET FX 3.5 for the ADDCC
Hexeditor: Hxd, or something like this

Rompagq for flashing your BIOS in real DOS mode (recommended)
verify the BIOS-File checksum BEFORE flashing

Alternative:

a patched HPQFlash for flashing your BIOS in
(not recommended) NO checksum verify

Optional:

Cabpack for compressing your Rom.bin into Rom.cab
BootDisk 2 BootStick

Virtual Floppy Drive (VFD)

7zip or something like this
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Tutorial of the Awesome Dirty Do Checksum Checker V3

HOW TO Recovering the BIOS

Search in the INTERNET with the Words “Maintenance and Service Guide” , “Recovering the
BIOS” and your Notebook Model. Than hopefully you find a HP .pdf with the explanation of the
Recovering Procedure for Notebook. Sometimes there is no hint inside, but the Procedure works
also, in example nw8440. The Following description is copied from the

Maintenance and Service Guide HP Compagq nc4200 Notebook PC

Document Part Number: 444624-002 April 2007

Recovering the BIOS

~The BIOS recovery procedure requires a USB diskette drive and a formatted diskette.

The BIOS can be recovered if the flash memory is corrupted. Flash memory corruption can occur if
the notebook powers down while the BIOS is being updated. When the notebook is turned on, the
boot block portion of the flash memory performs an integrity check on the rest of the BIOS

image and enters recovery mode if the image is corrupt. BIOS recovery can be forced on a non-
functioning notebook by turning on the notebook while pressing and holding the Windows

logo key + B on the nonfunctioning notebook keyboard until the caps lock light blinks.

To recover the BIOS:

1. If the nonfunctioning notebook is docked in an optional docking device, undock the notebook.

2. Attach the USB diskette drive directly to a USB port on the nonfunctioning notebook. (USB hubs
are not supported for BIOS recovery).

3. Insert the correct ROMPagq diskette for the product being updated. The BIOS image file must be
located in the root directory of the diskette and must be in contiguous sectors. The easiest way to
ensure this is to visit http://www.hp.com, download the Softpaq, and let the Softpaq create the
ROMPagq diskette.

4. Press and hold the Windows logo key + B on the notebook keyboard (do not use an external
keyboard) and turn on the notebook and wait for the caps lock light to start blinking.

5. Release the Windows logo key + B. The BIOS recovery procedure takes approximately one
minute to read the image from the diskette, and then an additional 15 seconds to program the image
into flash memory. The notebook restarts when the BIOS recovery procedure is complete. Do not
attempt to turn off the notebook after starting a recovery. If the BIOS recovery procedure stalls, the
caps lock light will begin blinking. This situation can arise if the diskette is corrupt or the incorrect
ROMPagq is used. If the notebook does not restart after approximately 3 minutes, press and hold

the power button, or slide and hold the power switch, for at least 5 seconds to force the notebook to
turn itself off. Then repeat the BIOS recovery procedure.

Another way to test the Recovering Procedure is to run it on your laptop without a fail and without
any USB drive plugged. Hold down the Keys and start the engine, if the CAPS-LOCK LED blink
alternative the Recovering Procedure works principal on your notebook. In my case, the NC4200
case, they wrote “hold the Windows logo key + B” but it works with the four arrow-keys too. A
normal USB stick wont work, maybe a special USB stick with a controller that can emulate a
Hardware Floppy likes the HP USB FLOPPY DRIVE KEY or some old JETFLASH or some new
Netac Minisafe Models. You have to change/modify the USB DEVICE DESCRIPTOR.
http://www.gizmodo.de/2008/10/26/usb-stick-kann-auch-floppy-disk.html
http://www.rm.com/Support/TechnicalArticle.asp?cref=TEC13476 1 &nav=0
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Purchasing the basic BIOS File from the HP Archive:

— extract anyway the original BIOS binary file from the HP archive
(I prefer the DOS-Floppy-Image and mount it with VFD)
— you will get a file that looks like that
— 68DTH.BIN, 68TT2.BIN, 68BDD.BIN, 68YAF.BIN, 68YGU.BIN, 68BAS.BIN, ROM.BIN ...

First Start the ADDCC will select a necessary tools
=

\i) This is pour first time pou start Awesome Dity Do Checksum Checker

They are no decompressors and hew editor selected.
“Would vou like to do this now?

|

— a Hex-Editor

21|
@
| Offnen
Executables [ exe] v Abbrechen )
Z

Load the original BIOS file and create automatically a patched copy for your modifications.

Awesome Dirty Do Chec =10l

About  Patch HPQFlash  Hex-Editor  Reset ADDCC

[ Compare BIOS File Checksums

— Driginal BIOS
D:\Tutoria\GBEDD BIN - Load BIOS File
Additiv Checksum : ADBE431B [ Choose original BIOS | Wzt bz ‘ Calculate |
— Patched BIOS
h Load BIOS File
Additiv Checksum [0 Choose patched BIOS | Open with Hex ‘ ‘ Calculate |

— Searchiin, find'in and decompressing BIOS files
‘whitelist detection —————————————————— —Naramnmas RING —— —Maramniess selection
Create a 1 to 1 Copy Patch File from the <1 poo20 00, dec
Search in.
UnNEcessary

\‘?/I There is ho Patched File Entry, would you like to create one™

X

—Wendor, Device

windows Mota [little Endian]
— | -
TECEUp N
Get ID's | |

[l Allwaps Backup Files

7 Checksum conection

Original BIOS D Byte String [Far change with your own D]
I [T LT[ TTTTTT] [Comentie ]

Own BIOS 1D Byte Sting I Checksum Differences
I R 1

”Uncumprassed Bytes in compressed BI0OS File for conection

Corrected Checksum Bytes
LTI ( —‘

|

[ = Bytes allowed to change
[ =Bytes HOT allowedtochange OO OO 0O OO

Correct
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Decompress the BIOS

The Decompress-Code will extract both known HP Compaq Headers. It doesn't matter if there some
FF's in the BIOS File or not. The decompresses will automatically detect this and give a separate FF
Fill bytes Block out. After pressing the Decompress-Button there will be pop up the hex editor with
the second POST Bios-Block that includes the decompressed Whitelist. After correct
decompression the Search in ... DeCompressed Whitelist Function will be enabled and the
decompressed BIOS-Blocks could be found in the directory.

Aweszome Dirty Do Checksum Checker ¥3 [HP Compag Bl - |E| il EBHxD - I - Ellll
About  Patch HPOFlash  HexEditor  Resst ADDCC E] Datei Bearbeiten Suchen Ansicht Analese
( Compare BIOS File Checksums Extraz Fenster 7 ;Iilll
r— Original BIOS L @ - |@ “ﬁ JL’, 4 . @
D\ TutariahB3ED D BIN ~ | LoadBIOS File 28] 03 00020100_patched EBEDD.BIN.dec |
Additiv Checksum : ADSE431B [ Choose oiiginal BIDS | . | | Caloulate ‘ Offaet(h) 00 01 02 03 ﬂ
00000000 €3 FS C3 00 Aad.
i~ Patched BIOS 00000004 00 00 00 OO

D:\Tutariahpatched G3E0D.EIN.pat o do000000g 00 00 00 0o
Lozd BI0S File 0000000C 00 00 00 00

ooooooilo 14 14 14 14

At Checkeum : ADBE4FIE | i || |

itiy LecKsum [ Choose patched BIOS Open with Hex Calculate e
0oooo01s  1E 00 3E 00 ..»

— Searchiin, findin and decompressing BIOS files 0000001C  AE 7C 00 FO @] .

whitelist detection Decompress BIOS Decompress selection go0o00z0  LE 7C 00 FO ?[
[A Compressed Whitelist [ Open 00020100 des 000D0DZ4  C3 EZ 00 FOO 44.
[ DeCompressed Whitelist P [ Delete unnecessary 00000028 AE VC 00 FO @] .

0000002C  AE VC 00 FOO @

—Wendor, Device and Subsystem |0 Converter 00000030 54 FF OO FO Ty
Windows Matation [PCINVEN_PCITDEY_PCI25UBSYS_PCI4PCIZ] BIOS Motatian (litle Endian] 00000034 A8 YB 0O FOO 7

‘ | ’7 —‘ 00000038 AE YC 00 FO o @) .

| & Comat & ‘ L 0000003C A5 FE 00 FO ¥h.

- Backup Option 00000020 87 E9 00 FO o #é.
[ Allways Backup Files 00000044  AE 7C 0O FO @] .
00000048 AE 7C 00 FO @ .
~ Checksum correction 0ooooD4c  AE 7C 00 FO @] .

"Dmg\na\BIDS |0 Byte Sting (For change with your own 10] ‘ Eggggg:g 2‘5 ;;E EE 11:3 ?I -
‘ i.

[T T I TTTTTT] [[Crosenre ]
00000058 AE 7C 00 FO @]

EhecksumDiffelences—‘ 000000SC 65 FO 0O FO e&.

|“‘||||I||||H:”:”:H:| 00000050 4D FS 00 FO o Ma.

00000064 41 F8 00 FO o Aw.
Uncompressed Bytes in compressed BI0S-File for comection Corrected Checksum Bytes 00000068 59 EC 00 FOO ¥i.

000000&s 39 E7 00 FO Sg.
l:l ‘ ‘ ‘ ‘ ‘ ‘ | | ‘ oooooovo 59 F8 00 FO O Ya

¥l = Bytes allowed to changs Corect 00000074 ZE ES 00 FO .e&.
[ = Bytes NOT allowed to change OoOoOogoaog |Dffzet:

"Dwn BIDS ID Byte String

[ e e e R e

KT
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Finding the Whitelist:

After decompression you have two options to find your Whitelist. In some Models the End of
the Whitelist can be found with search string “PSQRVW” in the second POST Block.
00021000.dec. The first result is the end of the Whitelist. The second option is the classical,
with searching for a PCI\VEN ID. This function is available in both Whitelists.

— Inserta PCI\VEN ID from there you believe they could be complete
or only a part on the Whitelist

— Choose afile, I prefer the patched BIOS

— after “Convert” the “Find Whitelist” Button will be activate if there is an BIOS Notation
entry

Awesome Dirty Do Checksum Checker ¥3 [HPF Compagq El o ]

About  PatchHPOFlash  Hex-Editor  ResetADDCC

— Compare BIOS File Checkzumsz

— Original BIOS
D\ TuterishGEEDD. BIN = | LoadBIOS File
Additiv Checksum: ADSE4Z1E [ Chaose ariginal BIOS | B el e | | Calculate |

— Patched BIOS

D:ATutorialpatched B8BDD.BIM. pat - Load BIOS File

Additiv Checksum : ADBE4FTE [ Choose patched BIOS | Open with Hes | | Calculate

— Search'in, find'in ahd decompressing BIOS files

—whitelist detection Decompresz BIOS Decompress selection —
- Wl Compressed wihitelist [l Open 00020100.dec
[0 DeCompressed "hitelist Lisaigies [ Delete unnecessany
—Wendor, Device and Subsystem [0 Converter
—“indows Matation [PCINWEM_PCIDEY_PCI2SUEBSY'S_PCI4PCI3) ” EIOS Motation [litle Endian] —

PEI\VEN_14E4&DEV_4312&5UBSYS_1381103E|| <= Commert = | E414124330106113

B ackup Option
[ Allways Backup Files

r— Checksum comection

"Driginal BIOS ID Byte String [For change with pour v [0

BB27FF25E45620433C10COFF  [5B[27 [FF [25 [E4[58[20]43 [3c10 [cafFF | ‘

Own BIOS 1D Byte String [ Checkzum Differences
(I I|||I|I|I|||||:||:||:||:”
Uncomprezzed Bytes in compressed BIOS -File far comection ——— [~ Comected Checksum Bytes

[l = Bytes dlawed ta change
[ =Bytes NOT allowed ta change OoOoOoOoOoOgoog
PCIYWEN ID's found. Heed a location finetuning?

— PCINWEM D'z location finetuning
— Founded and choosed PCIWWEN 1Dz in BIOS with 50,002 match
|BF|2D |42 |88 |SD |n1 |2? |A3 |582?FF25E4582D433C1 OCOFF |12 |SE |sn |2n |42 |3c|1u |F5 |

O OneByeStep [5B[27[FF [25 [E4[52[20[43]3c]10]ca]FF |

| <= Backward | | Ok, | | Forward => |
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If “PSQRVW” could not be found, the ADDCC will try to find it with the PCI\VEN ID's.

Searching / Finding Whitelist in decompressed POST

\}1) Pasition of the Wwhitelist could not found, insert a specified PCINWEM 1D an try it again!

If the “PSQRVW” is found, the ADDCC will give a HEX offset of the end from the Whitelist in the
second POST Block. In example 68DTH.bin

Searching / Finding Whitelist in decompres

Y

The End of the YWhitelizt could by on Position: 0x3705
Ty another Searchmethod too™?

=1

In Hex Editor goto Offset 0x3705 and then you will find with the method of “sharp seeing” the

Mein |

complete decompressed Whitelist.

EBHxD - [D:ATutorial\02_POST_00020100_patched_68DTH.BIN.dec] -10] x|
Jﬁ] Datei Bearbeiten Suchen Angicht Analyse Estraz Fenster 7 -|5|i||
[ @- 0| |5 -] wlhe -
] 02_POST_00020100_patched G20 TH.BIM. dec |
Cffset(h) 00 01 02 03 04 05 06 07 O8 09 0L OB OC Qb OE OF -:J
aooose40  ES ZD 20 42 é—.§ﬁ€ E<.0.1t€ H

00003650
00003660
00003670
00003630
00003690
00003640
00003 6E0
00003620
00003600
00003 6ED
00003 6F0
00003700 e

10

6.4, C<.z.d. (
i, C<.ld. §d
AL 8C<. T A, 3
.i1.1E#E<. 0. tE4H
.R.1E#E<.5. t€4H
.T.t€ B<.8.t€ H
.6.1E8E<.0. tE4H
.R.tE#E<.5. te4H
4 WE .T.a..C<.U.&. .0

13 [ S B
JX.d..C<L T4, .0

. L. PSORVTIG, . . |

59 13 E4
57 33 Fe EBES

|Dffset: 3644 |Black: 3644-3704

The decompressed files from the BIOS:

01_00060000_patched_68BDD.BIN.dec
02_00020000_patched_68BDD.BIN.dec
03_00020100_patched_68BDD.BIN.dec
04_000F0000_patched_68BDD.BIN.dec
05_00068000_patched_68BDD.BIN.dec
06_00040000_patched_68BDD.BIN.dec
07_00010100_patched_68BDD.BIN.dec
08_000C0000_patched_68BDD.BIN.dec
09_00018000_patched_68BDD.BIN.dec
10_000E0000_patched_68BDD.BIN.dec

Lange: C1 | |Oberschreiber 7

11_00160000_patched_68BDD.BIN.dec
12_00090000_patched_68BDD.BIN.bmp
13_.00094000_patched_68BDD.BIN.bmp
14_00096000_patched_68BDD.BIN.bmp
15_.00098000_patched_68BDD.BIN.bmp
16_00100000_patched_68BDD.BIN.dec
17_00140000_patched_68BDD.BIN.dec
18_00150000_patched_68BDD.BIN.dec
19_FFF9B88D_ROMBLOCK_patched_68BDD.BIN.bin
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Whitelist finetuning in compressed BIOS:

— with a complete entry,the first, from decompressed Whitelist is it so much easier
to find the Whitelist in the compressed BIOS. In this case by searching manual with
“86 80 20" » “8680204286800127”

EBHxD - [D:ATutorial\03_00020100_patched 68BDD.BIN.dec] =]
5| Datei Bearbeiten Suchen Ansicht Analyse Estras Fenster ? -8 x|
A2 bl d|[ca5  Fans + [ hes .

£ 03_00020100_patched_E3BDD BIN. dec |

Cffset (h) 02 03 04 05 06 0oc 0L OE OF
aooo07sco
ao0o07soo
ao0o0vsED
aoao7sFo
aooo07ac00  |ak ] 5 5 3 FA D3

aooo7aio 5 ) zo FL zZ0

ANAN7 &2 FO TR 15 N7 10 A4 C2 19 94 N& 76 24

|Difset: 7BCC |Block: 7ECC-7612 |Lange: 47 [ |Dberschreiber .z

— the position bye shifting is with respect to four byte order for a correct checksum fixing
— the Whitelist is found, the position is good for patching it with another PCI\VEN ID

PCINYEM IDs location finetuning

— Founded and choosed PCINYEM [D's in BIOS with 75,00% match
|nu |11 |F? |DE |E5|DD |A3|51-\ IEBDDBEBDBF2D42BBBDD1 2743 |5|3 |2? |FF |25 |E4|58 |2u |43 |

O One Byte Step [E&]n0 |86 [8o]EF [20[42[B8[80[01]27]23]

| <= Backward | | ak. | | Farward =3 |

— this ID is found completely
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Change the PCI\VEN ID with your Own new PCI\VEN ID's:

after OK the Original BIOS ID string is filled with the 12 Byte string

from above

insert your OWN BIOS Byte String ID's end refill it with the redundant bytes and the
“BF”

PCI\VEN_168C&DEV_001B&SUBSYS_E9011458

8C161B00581401E9

a mouse-hover over the “checksum Differences” will calculate the

differences caused from your changes

write and change it with “change in file”

Awesome Dirtp Do Checksum Checker ¥3 [HP Compaq B - |EI|5|

About PatchHPOFlash  HewEditor  ResetADDCC

— Compare BIOS File Checkzumsz

— Original BIOS
D4 TutariahEBBDD.BIN < Load BIOS File
Additiy Checkzurm : ADBE431E [0 Choose original BIOS | Open with Hex | | Calculate |

— Patched BIOS

D:ATutorialpatched &8BDD.BIM < Load BIOS File

Additie Checksum : 41830883 [ Choose patched BIOS | Open with Hes | | Caloulate

— Searchiin, find'in ahd decorpressing BIOS files

‘whitelist detection Decompress BIOS Decompress selection —
) [l Compressed Whitelist [l Open 00020100.dec
[ DeCompressed 'hitelist ’7 Decompress —‘ ’7@ Delete unnecessany
—%endor, Device and Subsystem [0 Converter
—indows Naotation [PCINYEM_PCIDEY_PCI2SUBSY'S_PCI4PCI3) " BIOS Motation [litle Endian] —

PEI\\-"EN_1ESC&DEV_DD1B&SUBSYS_ESD11458|| <= Corverl = | BCT61B0058T401ES

: B ackup Option
[w] Allways Backup Files

r— Checksum comection

Original BIOS D Byte String (For change with pour avn (D)

|EBDDBESDBF2D42BBBDD12?A3 |E8|DD|88|BD|BF|2D|42|85|80|D1 |2?|A3| | Change in File H

Own BIOS 1D Byte Sting Checksum Differences
[EE002C1EBF1E005814MES:  |EB[00[BC]iE [BF[1B]u0]5a [14]m |E9|A3| [6C ] [o5 ] [=8 ][22 ] .—‘
Uncompressed Bytes in compressed BIOS -File for comection ———— [ Conected Checksum Bytes

[ 1] (LTI | |
[l =Bytes dllowed to change | | | | | | | | |
[ =Bytes NOT allowed to change OOooogoogood

after the change, the checksum will be wrong, now its time to fix it and check Whitelist
for the new ID
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Fix the Checksum:

— normally you can use another PCI\VEN ID from the compressed Whitelist to correct
the checksum

— in some case, there is only one PCI\VEN Entry that you already used for the change.
Than use an Ascii string in your compressed
00020100.dec that don't need, example “Wake up on LAN".

Fix it with another PCI\VEN ID:

— Open the “patched_68BDD.BIN.pat” with Hex-Editor and search for your BIOS ID

Byte String
I=I
S_ﬁ] Datei Bearbeiten Suchen Ansicht Analpse Ewtras Fenster 7 ;Iillﬂ
B NG - | ansi - | hex -

] 65BDD._patched BIN |

Offset (h) 00 O1 |

00006080 41 8B BaTygll. £ 0. hty—!

g x|

00008090 2Dp E3 ¢ Suchennach: [BCTE1BO0581401FFE3868020 =l & soresne. ot
: =]
i

onoo060AD  F9 ES Qatenwp;wexwe,te BLzjr.eE3s. w01,
OO0060BD 46 &8 (G@3s. . DORu#
oooo60co 3D 00 17 Egfa.1E:I".
00006000 74 F9 LxE~Ff.5..¥..&
000060ED  2F 34 - h.HuO. v4iKeguie
000060F0 35 AF i T¥AeAPIUPS. VA,
00006100 09 00 ¢ fie. BEFEIAP. u.

I

C

Suchrichtung
Al

[ORMTENE

" Riickwarts
00006110 FF 66 £%. 0. . &bk, e
0O006120  F9 20 ¢ OK |  Abbrechen LEUESER, Epl 0T
00006130 1D 80 - Sy, Y, €0, RGOS
00006140 BO S5 BO 7C 0L F9 ©F 50 OC FF OL 58 C3F 8C 16 13 "U°|.siP.y.ZiE. .
00006150 00 11 F7 OE ES 00 A3 SA E6 00 86 50 BF 20 42 86 ..-.&.LZ=.1S¢ Bt
DODDEL60 S0 OL 27 L3 5B 27 FF 25 AR
00006170 ] 42 3C 10 F5 56 14 5D FE 12 A3 5C F8 [Efs |B<.8V.]&.8\m
00006180 14 SE FE 14 SE 55 FA 10 SE 24 DO 5C FS 94 5F FD "0, *Ti. *$D\u7_¥
00006190 94 SF 35 FC 10 SE 19 DO 5C 58 13 41 A2 40 54 78 Sil.*.BYX.Le@Tx
00006140 91 DS 8F 14 A8 15 OF 84 OB 00 7F 16 FE 96 17 1F ‘@.. ...:...b—..
0O0061BO0 33 CO 80 CC 40 ES 7F EE 00 F6 C4 40 75 72 90 54 3heipe.i.ghfur.T
000061C0  3F 10 83 F8 00 75 60 70 45 91 DS EF EB A4 33 €O ?.fm.uipE @iensl

— you can use so many bytes after your own BIOS ID's
— in this case to fix the checksum is very easy
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use the bytes 3C10COFF12868020 to correct it with the checksum-differences -6C
05 -86 98

About  Patch HPOFlash

=1ol]

Hex-Editor  Reset ADDCC

— Compare BIOS File Checksums
— Original BIOS

D4 TutorialE8BOD.BIN

Load BIOS File

Calculate |

Load BIOS File

Additiv Checksum : ADBE431B [ Choose original BIOS | T . |

— Patched BIOS
D:ATutorialypatched_G8E0D BIN

Additi Checksum : 41830883 [ Choose patched BIOS | Open with Hex | | Caloulate |
—Searchin, find'in and decompressing BIOS files
[ whitelist detection — T T T T rr x| [selestion —
- 0100, dec
Searchin...
. Ecessany

Would you like to change it into wour patched Bios File?
Mote: After correction check pour decompressed Bios-Files!

Ja I |

1

—“endor, Device and 5
—Windows Matation [F

FCI"WEN_1E2CEDE

le Endian) —

]

kup Filez

Mein

Backup Option
[l Allways Bacl

i Checksum conection

"Driginal BIOS IO Byte String [Far change with pour avn (D]

|Es]oo [85 [0 [BF [20

FEEREE) [ teente |

Own BIOS D Byte Sting

[~ Checksum Differences

EBD0SES0BF20428680012743
’7|EBDDSC1 EBF1EO058T401E 342

[Ec]on]ec]ie [er]re[oo[Ee Ji4 ot Jeaja3] —‘

3C10CAFF12868020

[wl =Bytes allowed to change
[ =Bytez MOT allawed ta changs

Uncomprezzed Butes in compreszed BIOS-File for comection

Corrected Checksum Evtes

SD4E24FFRDADE0BE

]
FF

[ b [ (1 [ A [T A

yes for changing it in your patched BIOS-File and the job is done!

yes for changing the last different in your patched BIOS-File
you can see from the step before that there only the first byte
is not fixed. After this step, all bytes will be fixed
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Verify that the decompressed Whitelist is correct:

— Open with Hex the original and the patched “00020100.dec”
— compare the both Whitelists

B D:ATutorial\D3_00020100_G8BDD.dec -3 x|
Offset (k) 00 01 02 03 04 05 06 07 03 09 04 OB OC OD OE OF ;I

aooovYsC0 11 OE ES OO0 74 6F 6D &1 74 69 E6 00
Qooo7sD0 S 61 72 74 3L 27 25
QooovYsED 3¢ 10 €0 12 &6 80 20 42 3C 10 F5 15

. .é.tomatiaa. Ly
st,art,: 'saf C

<. bh.t€ B< 8. L. =]

Bi D:ATutorial\03_00020100_patche: - 0] x|

Offset(h) 00 01 02 03 04 0S5 =l

000075CO 11 OE ES5 00 74 &F A.cowariz EO]
oooo7soo B B 73 74 B ferarv:rsax ¢
00007SED 5D 4E 34 SD 4D &0 1M:ImE B<.8. 5. 7]

— on the first look its seems to be good, they are only differences on the Whitelist.
— The Positions of the changed PCE\VEN ID's

are exactly the same
— The Two-File-Compare-Function from the Hex Editor will confirm the result

Fix it with an Ascii-String:

— Search and find an Ascii-String with in the decompressed “00020100.dec”

Bi D:ATutorial\patched_00020100.de o | |
Offset (h) 00 01 02 O3 04 05 06 07 05 :I
oooooFso 00 46 31 32 3D 4E 65 74 77 JFli=Network 3Zer .

Q0ooo0F40 76 692 63 65 20 42 o6F 6F 74 [Ef & wice Bootflake O
Qoooarsn 41 74 74 &5 6D 70 T4 &89 6E &7 Z0 74 Lgﬂttempting t
o0o000Fe0 oF Z0 42 oF oF V4 20 4E 65 74 77 6F 72 6B Z0 Z0 o Boot Network
o0000Fw0 20 20 20 20 20 20 20 20 20 20 20 Z0 20 Z0 20 Z0

— Well done, there is an Ascii String in it, so lets find them in the
compressed Whitelist

B D:\Tutorial\GBEDD.BIN oy ] 4

COffsetih) 00 01 0Z 03 04 05 06 OV O5 0% 0OA OB OC OD OE OF ill

000017B0 &85 74 77 6F 72 FD 6B CO E1 72 76 69 63 65 20 FF etworykldrvice
0000170 Footiakey on Lad
00001700 41 67 74 74 65 80 E5 11 48 74 6F 22 F3 A1 20 35 Agtte€&.Hto"a; 5
000017ED F2 CF FS 44 Fe 3E E4 32 57 ES 30 DF OF 00 63 OFE oI8Do»&2WAOE..h.

— In this case too, we need two steps to correct the checksum
— 1. use the bytes 426F6F7457616B65 to correct it with the modified checksum-
differences -8B 3E C4 43
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Awesome Dirty Do Ch P ]

About  PatchHPOFlash  Hex-Editor  ResetADDCC
— Compare BIOS File Checksums

r— Original EIOS
D4 TutorialEEB00.BIN - Load BIOS File
Additiv Checksum : ADSE43IE [ Choose arigingl BIOS | et e | | Calculate |
— Patched BIOS
DT utorialpatched BSEDD.EBIM - Load BIOS File
Additie Checksum - 41830853 @] Choose patched BIOS | Open with Hew | | Calculate |

— Search'in, find'in and decompressing BIOS files
—whitelist detectinn 1 — Necamnress RINS —— — Necnmnress selection —|

X Checksumcomnection could be successzh il 00020100, dec
Search in...
I .

E UNnECeszary

= “wiould pou like to change it into your patched Bios File?
—%endor, Device a Mate: After carrection check your decomprezzed Bios-Files!

—"Windows Matati n [little Endian) —

Ja I Mein I
B ORI CTor
Get [0z |

[l Allways Backup Files

r— Checksum comection

"Driginal BIOS ID Byte String [For change with your avn 1D

EF008680BF20428680012742  [E6(00 (86 [30 [EF[20]42]es Jan o1 27 [43] ‘

Own BIOS 1D Byte Sting [~ Checksum Differences
ﬂEEDDamsBHBDutﬁBmmEaaa [Es]on]ec]ie [er[ie[on]ss [14 o [Ea]ez —‘
Uncompressed Bytes in compressed BIOS -File for comection ——— [~ Comected Checksum Bytes

426FEF7457E16BES B lofoft [wla |k [e B36E 248 982642488
[l = Bytes allowed to change _
[ =Bytes NOT allowed to change el [l [l & [ [l Gl [

— yes for changing it in your patched BIOS-File

~Compare BIOS File Checksums

— Oniginal BIOS
D:ATutoriahESEDD.EIN = | LoadBIDS File
Additiv Checksum : ADSE431E [ Choose original BIDS | B s | | Calculate |
— Patched BIOS
D:AT ukorialpatched_BSBDD BIN < Load BIOS File

Additiv Checksum : ADBE431E [ Choose patched BIOS | Open with Hex |

Calculate
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Verify that the decompressed Whitelist is correct:

— Open with Hex the original and the patched “00020100.dec”
compare the both Whitelists

Bi D:ATutorialkoriginal_00020 -0l x|
offset(h) 00 01 02z 03 04 05 06 O7 O8 09 0O OB OC OD OE OF [
000075C0 AVE. . &.t€ F
00007500 t€. ' t€ Bt sfE
O00075ED Eilte B<.6.12 B
00OD7SFO 3C 10 F6 12 E4 58 20 43 3C 10 F8 12 E4 58 20 43 <.0.8% C<.8.4% C
DDOD7600 3C 10 FB 12 E4 58 20 43 3C 10 FA 12 E4 58 24 43 <.4.8% C<.U.&K§C
00007610 3C 10 F9 12 E4 55 24 43 3C 10 FD 12 E4 58 24 43  <.0.8X§C<. ¥.&XSC
DDOD7620 3C 10 FC 12 E4 58 19 43 3C 10 58 13 00 00 00 00 <.4#.&X.C<.X.....

B D:ATutorial\patched 00020 o [m] 1

Offset(h) 00 01 0z 03 04 05 06 07 05 05 0OA OF OC OD OE OF ;I

oooo7sc0 11 0OE E5 00 8C 16 13 00 11 OE E6
oooo7sp0 86 80 01 27 86 80 20 42 §a6 80 27
oooo0vYs5ED 2 56 30 20 42 3C 10 F5
oooovsFo  3C 10 Fo 12 8C 16 1B OO0 55 14 FS
oooo7e00 58 14 FB 12 8C 16 1B 00 53 14 FA 12 &C 16 24 0O X,

oooo7?sl0 58 14 F9 12 B8C 16 24 00 58 14 FD 12 B8C 16 24 00 E.1.
oooo7eZ0 58 14 FC 12 8C 16 192 00 58 14 55 13 00 00 00 0O X.i

<.O0.E. .. EX.85.E. ..

o oo o

R A A
L
e
il
=
EArY

— on the first look its seems to be good, they are only
differences on the Whitelist.
— The Positions of the changed PCE\VEN ID's are exactly the same
— But lets have a look at the Ascii String
Bi D:ATutorial\original 00020 =10l x|

B

Qffset (h) 00 01 02 03

O00OOF40 76 69 63 65 vice [Footlake of
00000F 50 [LiMattempring &
OOOOOF&ED  6F 20 42 6F 6F 74 20 4E 65 74 77 6F 72 6B 20 20 o Boot Nerwork
QOOOOF7O 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20

O0O0OFS0 20 20 20 20 20 20 20 20 94 AD 95 00 E0O EB 12 CC G-=.ae.1
OOO0OF20 44 69 73 70 AC 61 79 46 31 32 50 72 6F 6D 70 74 DisplayFlZPrompt
OOOCDOFAD OO0 ZE C6 06 30 OF OO0 65 OE EE A 76 99 00 FO 74 ..E.0..h.%3v™, 8¢

Bi D:\Tutorial\patched_0002( =]
QOffseti(h) 00 01 02 03 04 05 06 07 OS5 09 0L OF OC OD OE OF :J
0O0000F 40 63 vice [(#12.3%% on —
Qoooarso LANAttempting tf
O000OF 60 A5 74 77 b .+I] MNetwork
OOOC0OF70 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20
0O0O0OFS0 20 20 20 20 20 20 20 20 94 AD 95 00 EO EB 12 CC E

QooooFs0 44 69 73 70 6C a6l V9 46 31 32 50 Y2 6F aD 70 74 DisplavFlZPrompt
O0000FAD 00 ZE Ce& 06 30 OF OO0 65 OE BE 9A 76 99 00 FO 74 .. E.0..h.%3v™. 4 LI

— Itlooks like only “Boot” and “Wake” are changed
— The Two-File-Compare-Function from the Hex Editor will show, that all “Boot” String's

in the “00020100.dec” are changed to “+IZ”
— so the BIOS will boot, but some “Boot” Strings will be written in Wingdings...
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Flashing in DOS:

Rename the 68BDD_Patched.BIN into 68BDD.BIN and flash it with the original rompagq.exe.
Reportedly some rompag.exe is only flashing the bios file, if the checksum is fixed. It checks
the checksum BEFORE flashing and abort if the checksum is invalid. sp34752.exe ist a Biosfile
from NX9420.

Flashing in Windows:

Patch the HPQFlash.exe with the ADDCC PatchButton. Rename the 68BDD_Patched.BIN into
ROM.BIN. Delete the Rom.sig, its not needed anymore. Pack the ROM.BIN in ROM.CAB. In
example with Cabpack.

& CabPack 1.4 - O] x|

Source Dir or File |[Z:‘|.bins‘|.Hum.bin Browse... I
v Exclude path
Destination Dir |- \bios Browse... I

—Comprezzion Options————— " Other Option:

Com nT}lp Directary from where to copy setup files [optional)
B | Browse. .

M axDizkSize

Il] 1.44 MBE Floppy
" User defined 1.68 ME Floppy [DMF]
* Unlimited larmega ZIF Disk (100 MB)

CabinetMameT emplate |ROM.cab
ok About | .
i Create cabinets for
Set Diefaul | Quit | " 15bit extractar {+ 32hit extractar

|Start COMPression
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The Source Code of the Decompresser Routine:

The Header Struct:

The HP Compagq Bios's have two known Header Struct's. (Dez. 2009) The Table below shows
the differences.

Header ID 1 Body
4 Bytes 3 x 4 Bytes, each 4 Byte in little endian
ID and Control unpacked_size packed_size target_address
Header ID 1 ("00 10 01 00" or "00 10 00 00")
unknown_00 Headersize more_blocks unknown_03
Must be 0x00 Must be 0x10 (16 Dec) | 0x01 True, 0x00 False Must be 0x00

Headersize: 0x10 in Hex, 16 in Decimal. Means the byte count is 16, and the first Instruction Byte
of the compressed data is the 17.

more_blocks: If this Byte is “True” (0x01) there is a next part with a header to decompress. If its
“False” (0x00), this is the LAST part to decompress. After this part there is no decompressed data,
maybe “normal” uncompressed bytes. Like the Bootblock or some other ROM Information.

Header ID 2 Body Extension
4 Bytes 3 x 4 Bytes, each 4 Byte in little endian 4 Byes (Ascii)
ID and Control unpacked_size packed_size target_address | Part Description
Header ID 2 ("01 00 14 01" or "01 00 14 00")
unknown_00 unknown_01 Headersize more_blocks
Must be 0x01 Must be 0x00 Must be 0x14 (20 Dec) | 0x01 True, 0x00 False

Headersize: 0x14 in Hex, 20 in Decimal. Means the byte count is 20, and the first Instruction Byte
of the compressed data is the 21. The 4 Bytes on 17,18,19 and 20 are Ascii strings. Like “POST”,
“MESS”, or “HPLO”.

more_blocks: If this Byte is “True” (0x01) there is a next part with a header to decompress. If its
“False” (0x00) at the first time, it means there two more parts to decompress left. Than it follow one
part with “True” (0x01) and than it follow the really last header with “False” (0x00). After this part
there is no decompressed data, maybe “normal” uncompressed bytes. Like the Bootblock or some
other ROM Information.
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The compressed data Struct:

The decompressed data struct is really simple. At the first time its starts with instruction byte,
followed by minimum eight bytes data and than followed the next instruction byte. Generally
every Instruction Byte hast EIGHT operations. In depending on the instruction byte there are
two bytes for the Wordbook pointer and the Wordbook-Loop-Counter. During the
decompression procedure it will produce a Wordbook. Every Byte to wrote in the target-file
will be written at the end of the wordbook. Every byte that is read from any pointer in the
Wordbook, will be written too, at the end of the wordbook. And so the wordbook rise
continuously till unpacked size is reached. The tables below will show some example.

Instruction Byte | Compressed data | Instruction Byte | Compressed data Repeat...

Example 1. The FF's are the instruction bytes. Between the data.
FF12012C0175019801 FFAA01D10168027F02FFC20205033D037403FF
FF|12012C0175019801 | FF AA01D10168027F02|FF |C20205033D037403| FF

Example 2. The FF's and FA are the instruction bytes. Between the data.
FF 20 64 69 73 6B 20 6F 72 FA 63 12 65 51 11 0D 0A 72 65 70 FF
FF|206469736B206F72 | FA | 6312 65 | 5111 0D 0A 726570 FF

Instruction bytes:

How to interpret the instruction byte?! That's easy. FF in Hex is in Binary: 1111 1111. MSB ...
LSB. That means is it a “one”, copy the next Byte in the Wordbook. Is it a “zero” take the next two
bytes REVERSE and build a Wordbook read Pointer and a Loop-Counter. Copy the Loop-Counter
bytes at the end of the Wordbook. The Loop-Counter has an Offset from three. In both headers. That
means, is there a “zero” and it starts a Wordbook operation, it copies minimum 3 bytes from the
Wordbook at the end of the wordbook.

FF (MSB) 1111 1111 (LSB)
FA (MSB) 1111 1010 (LSB)
FF FA Rewerse | Wordbook Pointer | Loop-Counter
(LSB)1| 20 | (LSB)O| 6312 =>| 1263 126 (3+3)=6
1 64 1 65
1 69 0 5111=> 1151 115 (1+3)=4
1 73 1 0D
1) 6B 1 0A
1 20 1 72
1| 6F 1 65
(MSB)1| 72 | (MSB)1 70

Wordbook (XX for unknown bytes from the three unknown Nibbles Wordbook Pointer)
2064 6973 6B206F 72 XX XX XX XX XX XX 65 XX XX XX XX 0D 0A 72 6570 _
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Wordbook Pointer:

The building and interpreting of the Wordbook Pointer is the only really difference between the two
header and the two decompression routines.

WordBook byte read ptr="&H" & Mid(WordBook instruction_String, 1, 3)
WordBook Loop Counter = ("&H" & Mid(WordBook _instruction_String, 4, 1)) + 3

For Header ID 1 there is an fix offset to add with the three Nibble's. Add the value 0x1012 to the
three Nibbles and subtract 0x1000 until the Wordbook Read Pointer is smaller than the Wordbook
Write Pointer.

' for Header 1
If header ID =1 Then
WordBook byte read ptr+="&H" & "1012"
Do Until WordBook byte read ptr <= WordBook Write Counter
WordBook byte read ptr-="&H" & "1000"
Loop
End If

For Header ID 2 the Wordbook Read Pointer is equal the Wordbook Write Pointer subtract the three
Nibbles.

' for Header 2
If header ID =2 Then
WordBook byte read ptr = WordBook Write Counter - WordBook byte read ptr
End If

unpacked size, packed size, target address:

These names are self-explanatory.
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The whole decompresser Routine for both Headers:

The following Source Code is the same Loop that I' am use in the new ADDCC V3. Two things I
have removed. Before, the declaration of the variables. After it, the write into a file procedures.

Do Until unpacked_size Counter =0
If instruction_Bits = String. Empty Then
instruction_Bits = Convert. ToString(complete bios(source byte read ptr) + 256, 2)
instruction_Bits = Mid(instruction_Bits, 2)
source byte read ptr+=1
packed size Counter -= 1
End If
For i = instruction_Bits.Length - 1 To 0 Step -1
If instruction_Bits(i) = "0" Then
' copy from WordBook
WordBook instruction_String = String.Format(" {0:X2}", complete bios(source byte read ptr+ 1)) & _
String.Format("{0:X2}", complete bios(source byte read ptr))
WordBook byte read ptr="&H" & Mid(WordBook instruction_String, 1, 3)
WordBook Loop Counter = ("&H" & Mid(WordBook instruction_String, 4, 1)) + 3
" for Header 1
If header ID =1 Then
WordBook byte read ptr +="&H" & "1012"
Do Until WordBook byte read ptr <= WordBook Write Counter
WordBook byte read ptr-="&H" & "1000"
Loop
End If
' for Header 2
If header ID =2 Then
WordBook byte read ptr = WordBook Write Counter - WordBook byte read ptr
End If
source_byte read ptr+=2'two bytes read, two times INC
End If

For k =1 To WordBook Loop_Counter
If WordBook Loop Counter >= 3 Then
' Read one byte from WordBook-array, INC WordBook byte read ptr
destination_write byte = WordBook(WordBook byte read ptr)
WordBook byte read ptr+=1
Else
' Read one byte from original complete bios-array, INC WordBook byte read ptr
destination_write_byte = complete bios(source byte read ptr)
source_byte read ptr+=1
End If
" write the same byte byte in WordBook-array, INC WordBook Write ptr
WordBook(WordBook Write Counter) = destination write byte
WordBook Write Counter += 1
unpacked size Counter -= 1
If unpacked size Counter = 0 Or WordBook Write Counter = unpacked size Then
Exit Do
End If
Next k
WordBook Loop Counter = 1
Next i
instruction_Bits = String. Empty
Loop
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